Requirements Formalization and Verification
In the context of adaptive CPSs, checking the consistency of
requirements is an indisputable, yet challenging task.
q Requirements written in natural language call for time-consuming
and error-prone manual reviews, BUT
q enabling automated consistency verification often requires
overburdening formalizations.
We need practical solutions to enable automated verification of
requirements!
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Formal Specification
Goal: (Semi) Automatic Translation from Natural Language
Specification to Formal Specification.
Desiderata: Unambiguous language with high expressiveness, that can
be automatically translated in some logic and then used for
verification/validation.
Expressiveness vs Unambiguity!
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Actually...
Property Specification Patterns (PSPs) offer a viable path towards this goal.
q PSP: collection of parameterizable, high-level, formalism-independent
specification abstractions
o developed to capture recurring solutions to the needs of requirement engineering.
q Each pattern can be directly encoded in a formal specification language

o linear time temporal logic (LTL), computational tree logic (CTL) ….

PSPs may ease the burden of formalizing requirements, yet enable their
verification using automated reasoning tools (e.g., for LTL).
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Property Specification Patterns (PSPs)
q PSPs are meant to describe the essential structure of system's

behaviours and provide expressions of such behaviors in a range of
common formalisms.
q A pattern is comprised of a
o name;
o an informal statement describing the behaviour captured by the pattern;
o a (structured English) statement that should be used to express requirements.
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Property Specification Patterns (PSPs)
The LTL mappings corresponding to
different declinations of the
pattern are also given, where
capital letters (P, Q, R, ...) stands
for Boolean states/events.

A complete list of patterns is
available at
http://patterns.projects.cs.ksu.edu
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Extending PSPs
q The original formulation of PSPs caters for temporal structure over

Boolean variables: for most practical applications, such
expressiveness is too restricted.
q Example: embedded controller for robotic manipulators (from
CERBERO use case)
o With original PSPs, requirements such as "The angle of joint1 shall never be
greater than 170 degrees" cannot be expressed.
q Solution proposed in CERBERO: PSPs with Boolean and Constrained

Numerical Signals (with sound translation to LTL).
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Summing up…
The angle of joint1 shall never be greater than 170 degrees
NATURAL
LANGUAGE
<=170
170
Globally, it is always the case that θθ11<=

PROPERTY
SPECIFICATION
PATTERN

(θ1 < 170 ∨ θ1 = 170 )
MATHEMATICAL
SPECIFICATION!
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Controller for a Robotic Manipulator
Let consider a set of requirements from the design
of an embedded controller for a robotic
manipulator:
• The controller should direct a properly
initialized robotic arm to look for an object
placed in a given position and move to such
position in order to grab the object.
• Once grabbed, the object is to be moved into a
bucket placed in a given position and released
without touching the bucket.
• The robot must stop also in the case of an
unintended collision with other objects or with
the robot itself.
• Collisions can be detected using torque
estimation from sensors placed in the joints.

The manipulator is a 4
degrees-of-freedom
Trossen Robotics WidowX
Arm equipped with a
gripper
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Requirements
q Constrained numerical signals are used to represent requirements

related to various parameters

o angle, speed, acceleration, and torque of the 4 joints, size of the object picked,
and force exerted by the end-effector.

q 75 requirements in total.

Globally, it is never the case that joint1_angle < -170 or joint1_angle > 170 holds.
…
Globally, it is always the case that if ef_idle holds, then ef_speed = 0 and ef_acc = 0 holds
as well.
…
After state_init until state_scanning, it is never the case that state_moving_to_target
holds.

The complete list is available at https://github.com/SAGE-Lab/robot-arm-usecase
See the use case document.
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Consistency checking
q The formal representation of all requirements is "glued" together.
q The resulting formula is checked with a Model Checker.
q If the formula is satisfiable, then the system can be realized.
q Otherwise, inconsistency => Impossible to build a system that

satisfy all the requirements!
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The ReqV tool
Joint work with Armando Tacchella,
Massimo Narizzano, and Simone
Vuotto
Avaliable at
https://gitlab.sagelab.it/sage/ReqV
Scalability achieved by means
of a direct encoding to LTL

Evaluate ReqV at
https://reqv.sagelab.it/

Inconsistency finder procedure
for debugging purpose
13

The ReqV tool
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The ReqV tool

15

The ReqV tool
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The ReqV tool

17

The ReqV tool
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Conclusions
q Enabling the automated (formal) verification of requirements is one

of the key aspects towards the development of safety- and securitycritical CPSs.
q The expressiveness of original PSPs is often too restricted for
practical applications.
o Hybrid systems? Probabilistic models? Real-time constraints?
q Main issue: scalability!
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